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Overview

@ Network Access Control (NAC) and IEEE 802.1X
@ Network Access Control
@ Extensible Authentication Protocol
o |IEEE 802.1x

© Wireless Network Security
@ Wireless Security

© 802.11 Wireless Overview
@ 802.11 - Wireless LAN
@ Wireless LAN Security
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Literature

The lecture covers chapter 5.1 - 5.3 and chapter 7 “Wireless Network

Security” in [1]. To check that you have fully understood these chapters,
you should solve problems 7.1, and 7.2
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Figure: [1].
[ 4

Mittuniversitetet
WID SWEOEN GRIVERS TV

=} = = = £ DA

Lennart Franked (MIUN IST) Network Access Control and Wireless



Network Access Server

Network Access Control

Supplicants

Network access servers

Network Access Server
Enterprise network

Figure 5.1 Network Access Control Context

@ Control access to Network.

Figure: [1].
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Network Access Enforcement Methods
Network Access Control

o |[EEE 802.1X - EAP over LAN.
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Network Access Enforcement Methods
Network Access Control

e VLAN.
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Network Access Enforcement Methods
Network Access Control

o Firewall.
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Network Access Enforcement Methods
Network Access Control

@ DHCP management.
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Extensible Authentication Protocol
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Figure: [1].
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Extensible Authentication Protocol

EAl Authentication
IKEv2 methods
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Figure 5.2 EAP Layered Context

Figure: [1].
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Extensible Authentication Protocol

Authentication
methods
] i ] 1 I

| Extensible Authentication Protocol (EAP) |

EAP
layer
IEEE 802.1X
EAP over LAN (EAPOL)
soz 3 snz n Data link
| Ethernet || WLAN | | it | layer
Figure 5.2 EAP Layered Context (] EXte nsion to P P P

Figure: [1].
[ 4

Mittuniversitetet

Lennart Franked (MIUN IST) Network Access C

ol and Wireless December 4, 2014 9 /42



Authentication Methods

Extensible Authentication Protocol

Authentication
methods
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Authentication Methods

Extensible Authentication Protocol
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Authentication Methods

Extensible Authentication Protocol
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Authentication Methods

Extensible Authentication Protocol

Authentication

methods

) I 1] ) I

| Extensible Authentication Protocol (EAP) |

IEEE 802.1X
EAP over LAN (EAPOL)

EAP authentication methods.

EAP
layer

| PPP

sm || m 1

Ethernet | Other |

Figure 5.2 EAP Layered Context

Figure: [1].

Data link
Tayer

o EAP-IKEv2.

Lennart Franked (MIUN IST) Network Access Control and Wireless

[ 4

Mittuniversitetet

December 4, 2014 10 / 42



EAP Exchanges
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EAP Messages

Extensible Authentication Protocol
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IEEE 802.1x
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Figure: IEEE 802.1x operation [1]
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IEEE 802.1x EAPOL Message types
IEEE 802.1x

@ EAPOL-EAP — Encapsulated EAP packet.
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IEEE 802.1x EAPOL Message types
IEEE 802.1x

@ EAPOL-Start — Initiates the start of EAP authentication process.
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IEEE 802.1x EAPOL Message types
IEEE 802.1x

@ EAPOL-Logoff — Closes the EAP session.
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IEEE 802.1x EAPOL Message types
IEEE 802.1x

o EAPOL-Key — Exchange key information.
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Overview

© Wireless Network Security
@ Wireless Security
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Wireless Security

Wireless Network Security
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Security issues

Wireless Security

Why wireless network are more susceptible to attacks.

@ Broadcast communication allows eavesdropping.

[ 4
Mittuniversitetet
[m] = =
Lennart Franked (MIUN IST) Network Access Control and Wireless




Security issues

Wireless Security

e Jamming traffic
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Why wireless network are more susceptible to attacks.




Security issues

Wireless Security

@ Mobile devices
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Why wireless network are more susceptible to attacks.




Security issues
Wireless Security

Why wireless network are more susceptible to attacks.

@ Implemented on a variety of devices with limited memory and
computational resources.
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Security issues

Wireless Security

Why wireless network are more susceptible to attacks.

@ Easy to access.
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Wireless Security

Wireless Network Threats

Threats

@ Accidental Association
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Wireless Network Threats
Wireless Security

Threats

o Malicious Association
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Wireless Network Threats

Wireless Security

Threats

o Ad hoc Networks
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Wireless Security

Wireless Network Threats

Threats

o Nontraditional Networks
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Wireless Network Threats

Wireless Security

Threats

e MAC Spoofing
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Wireless Security

Wireless Network Threats

Threats

@ Man-in-the-middle attacks
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Wireless Network Threats

Wireless Security

Threats

e DoS
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Wireless Network Threats

Wireless Security

Threats

@ Network Injection
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Countermeasure
Wireless Security

e Signal-hiding techniques
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Countermeasure

Wireless Security

e Signal-hiding techniques

» Hide SSID (Security by obscurity)
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Countermeasure

Wireless Security

e Signal-hiding techniques
» Hide SSID (Security by obscurity)
» Reducing Signal Strength
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Countermeasure
Wireless Security

e Encryption (Confidentiality)
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Countermeasure
Wireless Security

o Authentication
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Countermeasure
Wireless Security

o MAC (Integrity)
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Countermeasure
Wireless Security

o |IEEE 802.1x
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Mobile device Security

Wireless Security

@ Lack of physical Control
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Wireless Security

Mobile device Security

@ Use of untrusted mobile devices
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Mobile device Security

Wireless Security

@ Use of untrusted network
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Wireless Security

Mobile device Security

@ Use of applications created by unknown parties
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Wireless Security

Mobile device Security

@ Interaction with other systems
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Mobile device Security

Wireless Security

o Use of untrusted content
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Mobile device Security

Wireless Security

@ Use of location services
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Overview

9 802.11 Wireless Overview
@ 802.11 - Wireless LAN
@ Wireless LAN Security
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802.11 - Wireless LAN

o |IEEE 802 work group.
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802.11 - Wireless LAN

o |IEEE 802 work group.
» Develops standards for LAN.
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802.11 - Wireless LAN

o |IEEE 802 work group.

» Develops standards for LAN.
» 802.11 was formed 1990
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802.11 - Wireless LAN

o Wi-Fi Alliance

[

Mittuniversitetet

1D SWEDEN UNIVERSITY

=} = = = £ DA

Lennart Franked (MIUN IST) Network Access Control and Wireless



802.11 - Wireless LAN

o Wi-Fi Alliance

» Wireless Ethernet Compatibility Alliance (WECA)
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802.11 - Wireless LAN

o Wi-Fi Alliance

» Certifies compatibility between Wi-Fi vendors.
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802.11 - Wireless LAN

o Wi-Fi Alliance

» 802.11a,b,g,n,ac,ad
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802.11 - Wireless LAN

o Wi-Fi Alliance

» Creates security standards as well.
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Terminology
802.11 - Wireless LAN

@ Access point
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Terminology
802.11 - Wireless LAN

@ Basic Service Set
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Terminology
802.11 - Wireless LAN

o Extended Service Set
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Terminology
802.11 - Wireless LAN

@ Distribution System
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Terminology
802.11 - Wireless LAN

@ Protocol Data Unit
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Terminology
802.11 - Wireless LAN

@ Service Data Unit
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IEEE 802.11 protocol stack
802.11 - Wireless LAN

Logical Link
Control

Medium Access
Control

Physical

General IEEE 802
functions

~A

Flow control
Error control

Assemble data
into frame
Addressing
Error detection
Medium access

Encoding/decoding
of signals

Bit transmission/
reception
Transmission medium

Specific IEEE §02.11
functions

~A

Reliable data delivery
Wireless access control
pratocols

Frequency band
definition
Wireless signal
encoding

Figure: 802.11 protocol stack [1]
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IEEE 802.11 Architectural Model
802.11 - Wireless LAN

Distribution System
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Figure: 802.11 Architectural Model [1]
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Association ‘ Distribution system ‘ MSDU delivery
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Reassociation ‘ Distribution system ‘ MSDU delivery
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Authentication ‘ Station ‘ LAN access and Security

Lennart Franked (MIUN IST) Network Access Control and Wireless December 4, 2014 26 / 42



802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Deauthentication ‘ Station LAN access and Security
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Privacy ‘ Station ‘ LAN access and Security
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Disassociation ‘ Distribution system ‘ MSDU delivery
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Distribution ‘ Distribution system ‘ MSDU delivery
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

Integration ‘ Distribution system ‘ MSDU delivery
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802.11 services
802.11 - Wireless LAN

Table: IEEE 802.11 Services [1]

Service ‘ Provider ‘ Used to support

MSDU delivery ‘ Station ‘ MSDU delivery
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Security Comparison — Wired vs. Wireless
Wireless LAN Security

Wireless LAN

Any station within then range of a wireless AP can transmit and receive
data on the LAN.
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Security Comparison — Wired vs. Wireless
Wireless LAN Security

Wired LAN

Only devices with a physical connection to the network can send and
receive data on the LAN.
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IEEE 802.11i

Wireless LAN Security

e Wired Equivalent Privacy (WEP)
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IEEE 802.11i

Wireless LAN Security

e Wi-Fi Protected Access (WPA)
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WEP
Wireless LAN Security

@ Use RC4 stream cipher.
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WEP

Wireless LAN Security

@ 128 bit random number used as a challange.
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WEP
Wireless LAN Security

@ 64 bit (40 bit user generated) or 128 bit (104 bit user generated) key
sizes.
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WEP
Wireless LAN Security

@ 24 bit initialization vector
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WEP Encryption process
Wireless LAN Security

Message IV || Secret Key

Add CRC

XOR

Ciphertext

v

Add IV (Cleartext)

IV || Ciphertext...

Figure: WEP encryption process
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Wi-Fi Protected Access (WPA)
Wireless LAN Security

o Replace WEP
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Wi-Fi Protected Access (WPA)
Wireless LAN Security

@ 802.11i - Robust Security Network
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Wi-Fi Protected Access (WPA)
Wireless LAN Security

@ RSN services
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Wi-Fi Protected Access (WPA)
Wireless LAN Security

@ RSN services
» Authentication
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Wi-Fi Protected Access (WPA)
Wireless LAN Security

@ RSN services

» Access Control
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Wireless LAN Security

Wi-Fi Protected Access (WPA)

@ RSN services

» Privacy with message integrity
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WPA
Wireless LAN Security

Robust Security Network (RSN)

g uthentication Confidentially, Data
£ Access Control and Key Origin Authentication
H e and Integrity and
% Replay Protection
2 IEEE 802.1 Extensible
g Port-based Authentication TKIP | CCMP
£ Access Control Protocol (EAP)
(a) Services and Protocols
Robust Security Netwark (RSN)
H Confidentialit fre e Ky
2 ‘onfidentiality Data Origin e/
3 Authentication
£ com | wist T | CEM
E e s | ke | [EMAC HMAC | ] (ES- | fEMAC-| RFC
E‘ (RC4) CTR) Wrap SHA-1 MD5 MIC) ;]i% SHA-1 1750
«
(b) Cryptographic Algorithms

CBC-MAC = Cipher Block Block Chaining Message Authentication Code (MAC)

cem = Counter Mode ipher Block Chaining Message Authentication Code

CCMP = Counter Made with Cipher Block Chaining MAC Protocol

TKIP = Temporal Key Integrity Protocol

Figure: Elements of 802.11i [1]
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WPA
Wireless LAN Security

STA AP AS End Station

* & 4 =

{ Phase 2 -

[ Phase 3 - Key ]

Phase 4 - Protected Data Transfer
1
Phase 5 - Connection Termination | |

Figure: 802.11i Phases of operation [1]
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802.11i - Discovery/Authentication phase
Wireless LAN Security

STA ar AS

|2

Station sends a request Probe request a
1o Joln netwark f———— i

AP sends possible

Probe response security parameter

(security capabilties set
the it i
Station sends Open system. e the securily polley)

request to perform j—2uthentication request

null authentication

Open system
authentication response | AP performs
null i
Station sends a request to Association request
associate with AP with ool TONET g
security parameters | g cociation response | AP sends the associated
security parameters

Station sets selected
security parameters
802.1X controlied port blocked

$02.1X EAP request

$02.1X EAP response

Access request
(EAP request)

| Extensible Authentication Protocol Exchange

AceepVEAP-success

key material

B02.1X EAP success

802.1X controlled port blocked

Figure: Discovery, authentication and association [1] tiuniareeret
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802.11i - Key Hierarchies
Wireless LAN Security

Out-of-band path EAP method path
PSK AAAK or MSK
Presharedkey | AAA key

256005

Tegend
S Nomedification
———  Possible truncation
— FRF (pseudo-random
function) using
HMACSHA-L

384 bits (COMP)
512 bits (TKIE

“During 4-way handshake

KCE KEE TE
[EAPOLkey confirmation key | [ EAPOL key encryption key | | Temporalkey |
128 bits 7" 128 bits (CCMP)
g 256 bits (TKIP)

ese keys are
components of the PTK.

() Pairwise key hierarchy

or if compromi

Group temporal key

A0 bits, 104 bits (WEP)

128 bits (CCMP) Changes based on
236 bits (TKIP) palicy (disassociation,
deauthentication)

(b) Group key hierarchy

Figure: Key Hierarchies [1] o
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Keys used in Wi-Fi Protected Access
Wireless LAN Security

@ Pairwise Keys
» Used for communication between a pair of devices.

@ Pre-Shared Key

» A secret key installed outside the scope of 802.11i
Master Session Key

» Master key generated using IEEE 802.1x EAPOL
Pairwise Master Key

» Derived from MSK or PSK
Pairwise Transient Key

» Consists of three keys:

Key Confirmation Key (KCK)
Key Encryption Key (KEK)
Temporal Key (TK)

v vy
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Group Keys
Wireless LAN Security

@ Used for multicast communication
@ Two keys are used

» Group Master Key - Used to generate Group Temporal Key
» Group Temporal Key - Used to encrypt the MPDUs
» Changed every time a devices leaves the group.
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IEEE 802.11i Four-way Handshake
Wireless LAN Security

AP

X

trolled port block:

Message 2 delivers another nonce to the
AP so that it can also generae the
PTE. It demonstrates to the AP that
the STA

Message 1
EAPOL-Key (Anonce, Unicast)

EAPOL-key (Snonce,
Unicast, MIC)

PTK s fresh (new) and that there is no
man-in-the-middle

Message 4 serves as an acknowledgement to
Message 3. It serves no crypiographic
function, This message

Message 3
EAPOL-key (Install PTK,
Unicast, MIC)

Message 1 delivers a nonce to the STA
50 that it can generate the PTK..

Message 3 demonstrates to the STA that

Message 4
EAPOL-key (Unicast, MIC)

reliable start of the group key handshake.

that the
PTK is fresh (new) and that there is no
man-in-the-middl

APs BU2IX contralied port
unblosked

The STA decrypts the GTEK

Mescage 1
EAPOL-key (GTK, MIC)

and installs it for use

Message 2 s delivered to the
AP This frame serves only as

am acknowledgment {o the AP.

Message 2
EAPOL-key (MIC)

Message 1 delivers a new GTK to
the STA. The GTK s encrypted
before it is sent and the entire
message is integrity protected

“The AP installs the GTK.

Figure: Four-way handshake and Group Key Handshake [1]
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Protected Data Transfer
Wireless LAN Security

e TKIP (Temporal Key Integrity Protocol)
» Software backward compatible with WEP devices
» Message integrity using a MAC (Michael)
» Encrypts data using RC4.

e CCMP (Counter Mode-CBC MAC Protocol)

» Use CBC-MAC for message integrity
» Encrypts data using AES-CTR.
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IEEE 802.11i PRF
Wireless LAN Security

@ Used for amongst other things generating nonces.
@ Built on the HMAC-SHAL hash algorithm.
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IEEE 802.11i PRF
Wireless LAN Security

R =HMAC-SHA-1(K, A 11 01l B Il i)

Figure 7.11 IEEE 802.11i Pseudorandom Function
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