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What is DRM?

o The main purpose of DRM is to prevent piracy.

o This can be applied to all sorts of material; from photos, to
films, to application programs, and all the way to operating
systems.

o There are different approaches and purposes, e.g. to control
piracy, but also to control the selling of used products.




Historical Approaches

o In the dawn of computing software was given away for free by
the hardware (HW) vendors.

o This was one way to promote sales of HW, the users needed
software to use the HW.

o This changed, and in the 1960’s software was a significant
cost.

o Now HW vendors charged extra for their OSes and there were
third-party software vendors.
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Historical Approaches

o In the 1970’s software could be turned into general packages.

o l.e. software needed no longer be customised to the users’ HW.

o Now problems with the ownership of code rose, what if one of
your programmers left for a competitor and their program soon
got some of your features.

o To determine if the programmer copied the source or
reinvented it, software birthmarks could be used — i.e.
analysing how the software is coded.
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Historical Approaches

o Then came the 1980's, with these general purpose computer
systems came attempts at copyright enforcement.

o Some approaches was to lock the software with an error
message every few months, e.g. “Error X: Please call technical
support”, where X is a customer specific number.

o This worked for as long as users were technically
unknowledgable and it didn't cross the limit what was
considered reliable.

o Other apporaches was for the software to look at the
processor’s serial number.
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Historical Approaches

o In summary, there was essentially three general approaches
tried.

o First, to add uniqueness to the machine; e.g. a HW dongle.

o Second, to create uniqueness within it; e.g. install the software
in a way that prevented naive copying (cf. Adobe Photoshop
which modified the boot loader and accidentally removes

Grub).

o Generally people must be able to create a backup, but not
copy those backups for sharing (copy generation control).

o And third, to use whatever uniqueness there already was; e.g.
storing the characteristics of the computer, cards present,
amount of memory, etc.

o This approach needs to handle HW upgrades though.




Digital Rights Management Secure Protocols Trusted Computing Information Hiding References
00000®0 0000000000000000000 O o

Modern Approaches

o One of the more modern approaches is to have the software
connect to the vendor's servers to verify itself.

o This works as long as the software isn't needed offline.

o But even online it can be really annoying, cf. Ubisoft’s
Assassin's Creed DRM which required a constant connection.

o Another is to leave some critical part to be done by the
vendor's servers.

o An example of this is Blizzard's Diablo 3 games, which lets the
server handle the entire game (map generation, NPCs, etc.).




Modern Approaches

o Yet other approaches is to encrypt vital parts, e.g. some code
or video.

o This can be used for both software and media, for which it is
popular (DVD, BlueRay, streaming services).

o However, this must be decrypted before use . ..
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What is a protocol?

o Ett system bestér av en uppsattning principals.

o Ett protokoll &r en uppsattning regler som styr hur dessa
kommunicerar.

Example (Tentamen MIUN)

@ Tentamensvakten 6ppnar salen och ger varje tentand ett
nummer.

@ Tentanden gér in och satter sig vid sin tilldelade plats.

@ Efter att tentan bdrjat jamfor tentamensvakten tentandens
legitimation och nummer.

@ Vid inldamning av skrivning jamfdrs legitimationen och numret.
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o Bor vara designade for att motstd attacker.

o Bade oavsiktligt och avsiktligt brott mot protokollet.




What is a protocol?

o Konstrueras utifrdn grundlaggande antaganden.

o Exempelvis att kortdgaren kan mata in PIN-koden direkt i
terminalen.

o Analysera om hoten ar rimliga.

o Analysera om protokollet hanterar dem.
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Formell notation

Example (Protokollbeskrivning)
Tva principals P, P’ ska kommunicera.
@ P skickar sitt namn till P’

@ P’ svarar med ett token tp for vidare anvandning, detta ar
krypterat med P:s kryptonyckel kp.

Example (Formell beskrivning)

Principals P, P/, token tp, P:s kryptonyckel kp.

P PP
P — P: {tp}kp
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Formell notation

Tentamen

Example (Autentisering MIUN)

Lat T vara tentanden, V tentamensvakten, nt det unika numret
for T och S skrivningen. Vidare 18t k vara en kryptonyckel delad
mellan legitimationsutfardaren och tentamensvakten (legitimation).

V — T: nrt
T — V: {T}k,n-r
T — V: {T}k,nT,S




Protokoll och attacker
En battre metod for fjarrl&s

Example (Fjarrlas)
L&t A, B vara principals, n nonce, ka en nyckel unik for A.

A— B: A {A n}y,
Egenskaper

o Nonce n for farskhet.

o Krypteringen for identifiering.
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Protokoll och attacker
Nyckelhantering

o Maste hantera nycklarna k; for alla enheter i.
o Nyckeldiversifiering: huvudnyckel ky och generera k; = {i},,.
o Maste tanka efter:

o 128-bitar nyckel krypterar 16-bitar ID, mindre Idmpligt for
diversifiering.

o Svagt chiffer ger ocksd daligt resultat.

o ki=i®ky?
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Protokoll och attacker
Kolla nonces

Kolla nonces langt tillbaka i tiden.
o Jamfér med senaste nonce.
o Spela in tvd och spela upp dem varannan géng.

o Forbetalda elmatare, kop tva laddningar och anvand dem om
vartannat.
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Protokoll och attacker
Betjantattacken

Hur genereras nonces?
En person som har tillfallig &tkomst att generera tokens.
Generera ett antal, anvand dem senare.

Exempelvis engdngskoder for att logga in hos internetbanken.

© 06 06 o o

Attacken fungerar om nonces ar (pseudo)slumptal.
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Protokoll och attacker
Kontra betjantattacken

Forbattring

o Anvand en rdaknare ¢ som successivt dkas pa.
0o A= B: A{A c+1},, c=c+1
o Inget ¢’ < ¢ accepteras.

Problem

o F&r inte ha jamférelsen ¢’ = ¢, ger synkroniseringsproblem.

0 ¢ ¢ Z4 utan ¢ € Zopx, for ndgot x € N: vid ndgot tillfalle blir
dd c+1< ¢ (mod 2¥).
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Protokoll och attacker
Andra tillampningar

o Tillbehorskontroll: skrivare dndrar instéllning frédn 1200 dpi till
300 dpi om icke-originalblackpatroner anvinds.

o "Anvind alltid godkidnda originaldelar”.

o Inte halla angripare ute, utan halla anvindare inne.

o Las kapitel 7 Economics i [And08] for vidare diskussion.
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Challenge—response

Grundldggande princip

Tvé principals A, B med gemensam nyckel k och nonce n.
A— B:n

B — A: {B,n}
Problem

o Daliga (pseudo)slumptalsgeneratorer, ger forutsagbara n.
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Challenge—response
Tvéfaktorautentisering

o Ha anvidndarnamn och lésenord.

o Komplettera med extern kod; exempelvis genererad av
koddosa, SMS till mobiltelefonen.

o Finns manga varianter, kombinera tva:

o N3got du vet (I6senord),
o nagot du har (koddosa, mobiltelefon),
o nagot du &r (biometrik).
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Challenge—response
Tvéfaktorautentisering

Protokoll (tvafaktorautentisering med koddosa)

L&t A, B, D vara principals, D ar koddosa, k ar nyckel delad mellan
B, D och p ar A:s PIN-kod.

A— B: A
B—A:n
A—D:n,p
D — A: {n}x
A—>B:{n}k
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Challenge—response
Tvékanalsautentisering

Protokoll (tvdkanalsautentisering med mobiltelefon)

L&t A, B, M vara principals, M ar mobiltelefon och p ar A:s
|6senord.

A—B:Ap
B— M:n
M— A:n
A— B:n

Mittuniversitetet

2%



Miljobyte

o Betalkortsystemet designades for en palitlig miljo.
o Kraftigt reglerad miljé inbyggd i bankens fasad.

o Tillimpas i den mindre péalitliga miljon i samtliga affarer.
o Skimming.
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Miljobyte

Personen i mitten

o "Det ar enkelt att spela oavgjort mot en schackstormastare i
postschack: spela bara mot tv3 stormastare samtidigt, en som
vit och en som svart, och skicka deras brev mellan varandra.”
(John Convey)

o Problem med palitliga anvindargranssnitt: hur vet du att inte
kortterminalen ljuger?
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Internetbanken och betalkort

Olika former av bankdosor

Swedbank
o Individuell dosa, forkonfigurerad av banken.
o Kan generera engéngskod.

o Kan hantera challenge-response.

References

Nordea

o Oberoende smartkortlasare, anvander individuellt betalkort.
o Kan generera engéngskod.

o Kan hantera challenge-response.
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Internetbanken och betalkort

Problem som kan uppsta

Problem

o Om bankkort och dosa forvaras tillsammans kan PIN-koden
utldsas fran de slitna knapparna pa bankdosan.

o Om kortet anvands i en délig terminal har angriparna allt som
behodvs for att logga in till ditt bankkonto.

Forbattringar

o Anvand inte samma sakerhetsmekanism i flera sammanhang.
o Ha separata oberoende mekanismer.

o Ha ett palitligt anvandargranssnitt.
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Watermarking

o A different approach has to be taken for non-executable
content, since this material cannot check itself.

o The approach here is watermarking using steganographic
methods.

o However, these are also quite easily thwarted.
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