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1 Introduction

The idea of this assignment is to introduce the concept of brute forcing secu-
rity mechanisms. The mechanism in question here is a simple monoalphabetic
cryptographic algorithm.

2 Aims

The aim of this assignment is to examine that you are:
e Able to reason about the security of basic security mechanisms.
e Have an understanding for plausible deniability.

e Able to make a proof of concept of how to break a simple and insecure
mechanism.

3 Theory

If you do not have probability theory and statistics fresh in memory you are
recommended to revise that. The text Sannolikhetsteori by Arnlind and Enblom
[1] (in Swedish) treats this subject, sections 1 to 4 are recommended.
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If you have previously take (or are currently taking) a course on cryptog-
raphy, the material from that course covering classical cryptography is enough.
Otherwise you are recommended to read Introduktion till nagra klassiska chiffer
[2] (in Swedish) or chapter 1 in Cryptography: Theory and Practice by Stinson
13].

4 Assignment

The first part of the assignment is to break a monoalphabetic cipher. The
intercepted text is the following:

TSVCFMSFQ OA CFMMB LVQT TLB UBQB UAK EOQSQPHMB
NFC OQPHQBNNFQJMH PDG NBSFNBSJL PDG LQXOSPHQBEJ.

Find the corresponding plaintext of this ciphertext. When you have found a
plaintext and the key, think about how certain you can be that this is indeed
the correct key (and thus correct plaintext).

The second part of the assignment is about spurious keys |3, Ch. 2|. By spu-
rious keys we mean a set of n keys k1, ko, ..., k, which all decrypt a ciphertext ¢
to valid plaintexts. Your job is to construct such a ciphertext with two spurious
keys k1 and ko for the cryptosystem used in the first part of the assignment.
The texts should be as long as possible (try to create at least a sentence), and
they do not have to be both in Swedish or English — one plaintext in English
and one in Swedish is fine.

Algorithmically finding a spurious key should be possible, in this case, by
generating plaintext using n-grams. However, using pen and paper is probably
the most straightforward way, and probably the fastest for this assignment.

5 Examination

You must submit your solutions to the assignment in a report (PDF-format) in
the course platform. The report must contain the following:

1. The plaintext from the cryptotext given above with an explanation of what
makes you sure this is the correct plaintext.

2. One ciphertext ¢, two keys k; and ks and the corresponding plaintexts m;
and mg, such that Ey, (m1) = ¢ = Ej,(m2). Also explain your method for
creating c, k1, ko, m1.mo and why we want to have spurious keys. Also, how
is the length of the message affecting the spurious keys?
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