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Tradldsa natverkKoncept

o WPAN Wireless Personal-Area Network

» Tacker ett omrade p3 upp till 100 meter.
» Exempel: Bluetooth

o WLAN - Wireless Local Area Network

» Tacker ett omrade pd upp till 300 meter.
» Exempel: WiFi 802.11a/b/g/n/ac/ad

o WWAN - Wireless Wide-Area Network

» Tacker ett omr&de p& flera kilometer.
» le. 3G, 4G, WIMAX

@ Dagens fokus ligger p& IEEE 802.11.
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802.11 Standarder

Tabell:

802.11 Standards[1]

IEEE Standard | Max Hastighet | Frekvens Bakatkompabilitet
802.11 2Mb/s 2.4GHz -

802.11a 54Mb/s 5GHz -

802.11b 11Mb/s 2.4GHz -

802.11g 54Mb/s 2.4GHz 802.11b

802.11n 600Mb/s 2.4GHz and 5GHz 802.11a/b/g
802.11ac 1.3Gb/s 5GHz 802.11a/n
802.11ad 7Gb/s 2.4GHz, 5GHz and 60 GHz | 802.11a/b/g/n/ac
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Wi-Fi Certifieringar

Koncept

o Wi-Fi Alliance forsikrar kompatibilitet mellan tillverkare.
o Forsakran om kompatibilitet tacker in:

IEEE 802.11a/b/g/n/ac/ad

IEEE 802.11i - WPA2, EAP

Wi-Fi Protected Setup (WPS)

Wi-Fi Direct

Wi-Fi Passpoint

Wi-Fi Miracast

v

vV vy vy VvYy
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Typer av accesspunkter
Koncept

Autonomous AP

@ Hanteras individuellt

Figur: Autonom accesspunkt [1]

Lennart Franked (MIUN IKS) Nitverksteknik B - Introduktion till Tradlésa



Typer av accesspunkter |l

Controller-Based AP

WLAN

Controller
-

@ Hanteras med hjilp utav en
separat "WLAN-controller’

Figur: Kontroller for Accesspunkter|[1]
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WiFi Antenntyper

Koncept

o Antal varianter av antenner:

» Omni-direktionell - 360 tackning.

» Direktionell - Fokuserar signalen i en riktning.

» Yagi - Typ av direktionell antenn. Hog styrka, smalt band, lang
rackvidd.
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Ad Hoc
WiFI| Topologier

Ad Hoc Mode

& &

Devices interconnect directly without the use an AP or wireless router.

Figur: WiFi ad-hoc topologi[1]
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Tethering
WiFI| Topologier

Ad Hoe Mode Summary

Mool

| 1BSS Summary. |
WLAN Tapolagy Mode Ad Hoe
802.11 Wireless Topology Independent BSS
Number of APs None
802.11 Coverage Area Basic Service Area (BSA)

Figur: Tethering - Personlig WiFi hot spot[1]
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Infrastruktur
WiFI| Topologier

Infrastructure Mode

Devices interconnect using the
sarvices of an AP or wireless router.

Figur: Infrastruktur([1]
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Infrastruktur - BSS
WiFI| Topologier

Basic Service Set Summary

BSA

BSSID:
00:00:00:00:00.0A

BSS Summary

WLAN Topology Mods
80211 Wireless Topology
Number of APs

802.11 Coverage Area

Infrastructure

Basic Service Set (BSS)
1

Basic Service Area (BSA)

Figur: Basic Service Set[1]
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Infrastruktur - ESS
WiFI| Topologier

Extended Service Set Summary

Extended Service Area (ESA)

| ESS Summary
WLAN Topology Mode Infrastructure
802.11 Wiireless Topology Extended Service Set (ESS)
Number of APs 2 or more
802.11 Coverage Area Extended Service Area (ESA)

Figur: Extended Service Set[1]
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Wireless 802.11 header

802.11 Header Sverblick

@ Frame Control — Typ av ram

Content of Wireless 802.11 Frame Header (] Duratlon - HUI’ Ia nge medlet ar
upptaget innan andra stationer
kan forsoka fa tillgdng.

o Address 1-4 — MAC-adresser pa
de enheter som ar involverade i
datadverforingen.

Header Payload FCS

Frame | puration | Address? | Address? | Address3 | S2uence | Agdressd
Cantrol Contral

@ Sequence Control — Sekvens och
Fragment nummer.

@ Payload — Data

Figur: 802.11 Frame Header overview[1]

@ FCS - Frame Check Sequence.
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Wireless 802.11 Frame Control
802.11 Header dverblick

Content of the Frame Control Field

Header Payioad | FCS

Frame
Control

Duration | Address | Address2| Adcress? | Seduencef Aqaressd

Power
Protoco| Frame| Frame | ToD

Ret Seaurity| Reserved|
| Version Typo | Sublypel | Manage |

Nore|
Data

FromD
s

Wore
Fragments|

0x0 - Management Frame
0x1 - Control Frame
0x2 - Data Frame

Figur: 802.11 Frame Control Header
Field Oversikt[1]

@ Protocol Version —

e Frame Type/Frame Subtype —

Typ av ram exempelvis
management frame, data frame,
control frame, foljt utav
specifika funktioner for den
ramen.

@ ToDS/FromDS — Riktning av

ramen i foérhéllande till
distributionssystemet.

@ More Fragments — Sista

fragmentet?
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Wireless 802.11 Frame Control
802.11 Header dverblick

Content of the Frame Control Field

Payioad | FGS

‘ Header

Sequencel
Conirol

Frame | pcatio iross ress:
e | Duraton | Address1 | Address2| Adcressa Address|

ToD | Fromd | Moro Noro

Fragments|

Frame
Subiypef

Frame|
Type

Protoco
| Version| Retry| M qe Security| Reserved|

Figur: 802.11 Frame Control Header
Field Oversikt[1]
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Retry — Ar ramen omskickad
eller inte.

Power Management — Active or
power save.

More Data — Kommer mer data
att skickas? Anvands vid
Power-save.

Security — Ifall n&gon
sakerhetsmekanism anvands.
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Wireless 802.11 Frame Types
802.11 Header Sverblick

Content of the Frame Control Field

Header Payioad | FGS

Sequencel
Conirol

Frame | pcatio iross ress: ress! ress
e | Duraton | Address1 | Address2| Adcressa Address|

More
Fragments|

ToD
B

FromD
K

Frame
Subypef

Frame|
Type

Power
Protaco More|
| Version| Retry| M::‘?e Data| Security| Reserved|

Figur: 802.11 Frame Type Header Field
Oversikt[1]
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@ Management Frame —
Uppratthalla kommunikation,
soka efter stationer och
accesspunkter, authentisering,
associering.

@ Control Frame — RTS, CTS,
ACK.

o Data Frame — payload.
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Wireless 802.11 Frame Types
802.11 Header Sverblick

Content of the Management Fields

‘ Header

Payload | FCS
Frame Sequence

Contral Duration | Address1| Address? ( Address3 Cantrol Address4|

ot |Fram| Frame | TeD | Fran waro | ‘MP:":‘E; ore| I |
Il Version| Type |Subtype ‘ { % Da'zl ‘ |

005 Probe Respmse Frame
0x08 - Boa

o AR e e
0x0B - Authentication Frame
0x0C - Deauthentication Frame

Figur: 802.11 Management Frames
Oversikt[1]
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@ Association request — Sent from
station to associate itself with
an AP.

@ Association response — Sent
from AP to accept or reject
association request.

@ Reassociation request — Sent if
station lost connection to AP.
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Wireless 802.11 Frame Types
802.11 Header Sverblick

Content of the Management Fields

‘ Header Payload FCS . .
@ Reassociation response — Sent
Tmme | Duration | Adcress1 | Address2| Address3 | S2Uence| adress asa response to reaSSOCiation
request.
LR —— @ Probe request — Sent from a
station when requestion
E information.
aed :z;:s:‘,:'s,::g
e @ Probe response — Sent from an
AP as a response to Probe
Figur: 802.11 Management Frames request.

Oversikt[1]
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Wireless 802.11 Frame Types |l
802.11 Header Sverblick

Content of the Management Fields

Header Payload | FCS
Frame Sequence
Contral Duration | Address1| Address? ( Address3 Cantrol Addressd|
ot |Fram| Frame | TeD | Fran Mo [ ‘,\f"n’f'e ore| I
Il Version| Type |Subtype ‘ { at Datal ‘

000 Assaciaton Reque stFrame

& REuue:t Frﬁme

005 Probe Respmse Frame
0x08 - Boa

o AR e e
0x0B - Authentication Frame
0x0C - Deauthentication Frame

Figur: 802.11 Management Frames
Oversikt[1]
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Beacon — Skickas periodiskt fran
AP for att uppmarksamma om
att den finns.

Disassociation frame — Skickas
frén stationen d& anslutningen
ska stangas.

Authentication frame — Anvands
for authentisering. Innehéller ID
information

Deauthentication — Skickas fran
en station till en annan for att
avsluta anslutningen.
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Wireless 802.11 Frame Types IlI

802.11 Header Sverblick

Content of the Frame Control Field

Payload  FCS

@ Request to Send — Skickas fran
en station som vill anvanda
mediet.

@ Clear to Send — Skickas frén
Access punkten som ett svar p3
RTS.

@ Acknowledgement — Bekréftelse.
[4]Anvands for CSMA/CA

FTm ross’ ress: ress3 | Sequencel ress
) Address1 | Address? | Adcress3 Address|

Duration

More
Fragments|

Reserved|

bore|
Worel Secury

Protoc rame | ToD
s

FromD.
s

Power
R Management]

Figur: 802.11 Frame Control Type Field
Oversikt[1]
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802.11 Control Frames

802.11 Header Sverblick

Sender

Request to Send

Clear to Send

Data

Figur: Utbyte av 802.11 Control Frames
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CSMA/CA

802.11 Header Sverblick

Carrier Sense Multiple Access / Collision Avoidance

Assemble a Frame

Isthe Channel n Walt for Random Backoff Time
1dle?
Yes

Transmitt RTS

CTS Received

Transmit Application Data

Figur: CSMA/CA Flowchart[1]
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Wireless 802.11 Associations
802.11 Header dverblick

Three-Stage Process
@ For en AP och en station att bli

associerade m3ste de komma
overens om féljande parametrar.

Sender Receiver

» SSID
DiSCOVEr AP | e » Password
» Network mode - 802.11
Authenticate a/b/g/n/ac/ad
» Security - Open, WEP, WPA,
Associate WPA2
» Channel

Figur: 802.11 AP Association[1]
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Discovering Access Points
802.11 Header Sverblick

@ Passive mode

» Stationer kan passivt hitta tillgdngliga natverk.
» Accesspunkter annonserar sig sjdlva med hjilp utav 'beacons’.

@ Active mode

» Stationer maste aktivt soka efter tillgangliga accesspunkter.
» Stationer maste veta natverksparametrar, exempelvis SSID.
» Prober skickas ut pa flera kanaler.
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Frekvenskanaler

e Direct Sequence Spread Spectrum (DSSS)

» Sprids Over ett storre frekvensband, gor det mer resistant mot
storningar.
» > Anvands av 802.11b

e Frequency-hopping Spread Spectrum (FHSS)

» Hoppar mellan olika frekvenskanaler.
» Mojliggor en effektivare anvandning av kanaler.
» Anvinds av legacy 802.11.

@ Orthogonal Frequency-Division Multiplexing (OFDM)

» Delar upp en kanal i flera subkanaler.
» Anviander kanalerna mer effektivt.

» MGgjliggdr anvandningen av MIMO.

» Anvinds i 802.11a/g/n/ac

Lennart Franked (MIUN IKS) Natverksteknik B - Introduktion till Tradlsa 4 februari 2016 25/ 35



Channels - 802.11b

Anvindning utav frekvenskanaler

802.11b Channels

T Channels

25GHz

Figur: 2.4GHz channels in 802.11b[1]

802.11b stddjer tre ej-6verlappande kanaler
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Channels - 802.11g/n

Anvindning utav frekvenskanaler

802.11g/n (OFDM) Channel Width 20 MHz

24 20 Mk 25
r =1

Channel 1 Channel 6 Channel 11 Channel 13
2412 2432 2452 2472

Figur: 2.4GHz channels in 802.11g/n[1]

802.11g/n stodjer fyra ej-Gverlappande kanaler
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Channel bonding - 802.11n

Anvindning utav frekvenskanaler

802.11n (OFDM) Channel Width 40 MHz

24 25
[ 4MHz ——

Figur: 2.4GHz channels in 802.11n using channel bonding[1]

802.11n stddjer tva ej-Overlappande kanaler vid 'channel bondning’
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Planera utplacering av Acesspunkter
Anvindning utav frekvenskanaler

BSA Coverage
Exit Exit
o 1
Fre\ght Exit
E)m % % % % % % % Em
LIV LS el
Ex\\ Exn—l—,_ Entrance Ex\l Ex\l

ConBessions

10 20' 30° 40 S0 60' 70 80 90' 100¢

Figur: WLAN Deployment[1]

Forsok skapa 15% oOverlapp av BSA.
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Oversikt - Wireless threats

Threats connected to Wireless Networks

Common Wireless Threats

Wieloss
Intruders
Wireless Intercoption
Ars
o Threats of Daia
Denial of
Service Attacks

Unauthorized APs installed by a well-intentioned user or willingly for malicious purpose. Use
wireless managerment software to detect rogue APs.

Figur: Overblick hot[1]
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DoS attacker

e Dalig konfiguration

@ Disconnect attack

e CTS Flod
@ Stdrning av medium.
> Avsiktlig

» Oavsiktlig (telefoner, Microwaves etc.)
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DoS Attacker Il

Spoofad disconnect Attack
@ En angripare skickar en serie 'disassociate frames' till alla stationer.
@ Orsakar att stationerna stanger ner anslutningen.

@ Alla stationer kommer att begara att bli associerade igen samtidigt.

@ Genererar en stor mangd data.
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DoS Attacker Il

CTS-flood
e Utnyttjar CSMA/CA 'contention method'.
@ Angriparen flodar nitverket med CTS-ramar

@ Resulterar i att stationerna inte skickar ndgot data.
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Rogue Access Point

Rouge Access Point
@ Ansluter en accesspunkt utan godkinnande.
o Tillater osdker anslutning till ndtverket.

@ Moijliggdr en Man-in-the-middle attack.

o Overvaka efter nya accesspunkter.
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