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Transmission modes

Transmission modes
@ Serial sends data using one wire.

o Parallel sends over multiple
wires simultaneously.

@ Problems with parallel
transmission

Clock skew
Crosstalk
Cost.

Serial and Parallel Communication

gamg Serial Communication st Bytes Sent

Bytes Parallel Communication

8‘38@8‘— j Byt S

Figur: Serial and Parallel transmissions
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Sharing a physical connection

Time Division Multiplexing

& oog

8 bits per timeslot

‘ TS0 | TS1 ‘ | TS16 | | TS30 | TS31 ‘

+ TDM shares available transmission time on a medium by assigning timeslots to users.
The MUX accepts input from attached devices in a round-robin fashion and transmits the data in a never-
ending pattern.

T1/E1 and ISDN telephone lines are common examples of synchronous TDM.

Figur: Time-division Multiplexing [2].
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Sharing a physical connection

Statistical Time Division Multiplexing

~ar ofsTOM STDM [5 ><
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Figur: Statistical Time-division Multiplexing [2].
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Synchronous and Asynchronous serial communication

Synchronous

Needs an external clock signal to synchronize sender and receiver.

Asynchronous

No external clock is needed, usually timing is encoded within the symbols
(Manchester encoding).
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Bit- vs Byte-oriented protocols

Bit-oriented
A communications protocol in which individual bits within a byte are used
as control codes. [2003mdo]

Byte-oriented

A communications protocol in which full bytes are used as control codes.
Also known as character-oriented protocol. [2003mdo]
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HDLC
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High-level Data Link Control

HDLC
HDLC is the default layer two encapsulation type for point-to-point
connections on a Cisco router. )

Configuration
Router (config-if)#encapsulation hdlc
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HDLC

e Bit-oriented
@ Synchronous

@ Flag — Initiates and terminates error checking.
» Bit pattern: 01111110.
> Inserts a 0 after every fifth I (bit stuffing).

HDLC Headers
Standard HDLC
| Flag | Address | Control | Data | FCS ‘ Flag ‘
Cisco HDLC
[ Flag | Address l Control l Protocol I Data | FCS [ Flag ‘
Figur: HDLC Headers [2].
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HDLC Frame types

@ Control — Three types of HDLC
frames

» Information frames: Carry
upper layer information, and
used for flow control and error
control (piggybacking).

» Supervisory frames: Provides
flow and error control (when
we can't piggyback).

» Unnumbered frames: Used for
session management and
control information between
connected devices (e.g
Establish and connection
release)

Lennart Franked (MIUN IKS)

Network Technology B — PPP

HDLC Frame Types

Field length, in bytes
1 1or2 1or2 Variable 2 1

‘ Flag ‘ Address Control Data FCS

- Information frame format ~e

Recelve sequence Poll final

umber

Send sequence
number

Supervisory frame format

Receive sequence Poll final Function code

number

Unnumbered frame format

‘ Function code Poll final Function code

Figur: HDLC Frame types [2].
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PPP

Lennart Franked (MIUN IKS)

Point-to-Point Protocol

Network Technology B — PPP



Point-to-Point Protocol

PPP

@ PPP is a commonly used layer 2 protocol for connecting two
(non-Cisco) routers together.

@ Allows two devices to negotiate a link-establishment.
@ Provides authentication.

@ Provides link quality management features — Shuts down the link if
too many errors are detected.

@ Works in both the Physical Layer, Data Link Layer and Network Layer.

@ Can be used for both point-to-point connections and multi-point
connections.

@ Byte-oriented.
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Point-to-Point Protocol

PPP
@ Does not provide flow-control.

@ Very basic error-control, depends on higher layer protocol to address
missing packets, out-of-order delivery et cetera.
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PPP frame

o Flag - Starts and ends with a 1-byte flag Ox7E

o Byte stuffing — An escape byte is inserted when a flag-bytedppears in
the payload, 0x7D

@ Address - OxFF, can be omitted.

e Control - Left for backwards compatibility (HDLC), 0xCO can be
omitted.

PPP Frame
| Flag | Address | Control | Protocol I Data | FCS \ Flag ‘

Figur: PPP frame
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PPP Layered Architecture

Layered architecture

PPP uses a set of protocols to provide the necessary functions.
Physical Layer.

Link Control Protocol.

Two Authentication protocols.

Multiple Network Control Protocols.
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Physical layer and PPP

PPP Layered Architecture: Physical Layer

P T IPX TLayerS TProtocoIs

. . . IPCP IPXCP
@ Requires a duplex circuit ppp I [ [
(in Comparison to Network Control Protocol —
. Authentication, other options Data Link Layer
sim p|ex) . Link Control Protocol
. Synchronous or Asynchronous .
@ Operates in Synchronous e v Physical Layer

or Asynchronous mode.

o Operates across more or

. « Synchronous physical media
|eSS a ny m ed 1a. « Asynchronous physical media like those that use basic telephone service for modem dialup
connections

Figur: Physical layer [2].
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Data link Layer and PPP

Y Negotiate Establish PPP Layered Architecture: LCP Layer

Authenticates and P T IPX TLayera TProtocols

. . . IPCP | IPXCP | Many others
Maintains the connection - Network Layer
between the deViceS . Network Control Protocol —
Authentication, other options Data Link Layer
@ Can handle variably sized Link Control Protocol
Synchronous or Asynchronous .
pa C ketS . Physical Media Physical Layer

@ Detects common

m ISCOangU ration errors,
PPP offers service options in LCP and is primarily used for negotiation and frame checking when
an d If t h e | I n k iS worki n g implementing the point-to-point controls specified by an administrator.

properly.
o Terminates the link. Figur: PPP — Logical Control Protocol [2].
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LCP Packets

Tabell: LCP packet types [1].

’ Code ‘ Packet Type ‘ Description
0x01 | Configure-request | Contains a list of proposed options and their va
0x02 | Configure-ack Accepts all options proposed
0x03 | Configure-nak Announces that some options are not acceptabl
0x04 | Configure-reject Announces that some options are not recognize
0x05 | Terminate-request | Requests to shut down the line
0x06 | Terminace-ack Accept the shutdown request
0x07 | Code-reject Announces an unknown code
0x08 | Protocol-reject Announces an unknown protocol
0x09 | Echo-request A type of hello message to check if the other el
0x0A | Echo-reply The response to the echo-request message
0x0B | Discard-request A request to discard the packet
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Link Control Protocol

v

The LCP Link Negotiation Process

Lennart Franked (MIUN IKS)

Initiator sends Responder Responder sends Initiator receives
Configure- processes Are options Yes | Configure-Ack Configure-
request >  C L > acceptable? \—>| message ——>| request message
request message
Responder sends Devices transition
Configure-Nak Are all options to Authentication Is the
. Authentication
message recognized? Phase (optional) N X
Option being
Initiator processes Responder sends Link is
response, determines Configure-Reject established. NCP
new negotiation message establishes Layer
parameters 3 parameters

Establish a Link Link Negotiation

Figur: LCP negotiation process [2].
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PPP Authentication

PPP Authentication Protocols

Central-site router

PAP
2-Way Handshake

Username: R1
Password: cisco123

AcceptiReject

Remote Router

Central-site Router

CHAP
3-Way Handshake
Challenge
B
Username: R1
Password: cisco123

Accept/Reject
-—
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Remote Router

Figur: PPP Authentication types [2]
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PPP — Password Authentication Protocol
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Initiating PAP
Central-site router Remote router
PAP
a 2-Way Handshake

Router R1 sends its PAP username and password to router R3.

Figur: PPP PAP [2]
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PPP — Challenge Handshake Authentication Protocol
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Central-site router

CHAP

3-Way Handshake

Challenge

Remote router
-—

Router R3 initiates the 3-way handshake and sends a challenge message to router R1.

Figur: PPP CHAP [2]
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PPP — Authentication process
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PPP Encapsulation and Authentication Process

Check local
Local

Pass

Security
server
No
authentication

Query security

server database

Pass

Figur: PPP Authentication types [2]
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@ Supports multiple

n etwork | aye r proto Cco I S PPP Architecture — Network Layer
(IP, IPX, App|e Talk et P T IPX TLayerft Tproloco\s
IPcP | IPXCP | Many others Network Layer
cetera.) e
Network Control Protocol  —
o U Ses N etWOrk Cont rol Autrlfn;i::aticin. Io;ne‘r optlions Data Link Layer
inl ontrol Protocol
Protocol to configure the Synchronous or Asynconous | prysial Layer
. . Physical Media
link for carrying a
specific type of network —————————
| t | With its higher level functions, PPP carries packets from several network layer protocols in NCPs.
aye r p ro o Co 3 ;:is;:;gj;(:i;’:p\g::z:on'aining standardized codes to indicate the network layer protocol
@ Configure and assigning
addresses. Figur: PPP — Network Control Protocol [2].

e Compression.
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PPP Network Control Protocol process

NCP Process

LCP Configure.
(LCP link establishment and w) (LCP link establishment and
negotiation) / negotiation)
LGP Configure-Ack

Initiate IPCP configuration Ipcp " - e PP conquraton
| request
Finish IPCP configuration PGP Configut A
Send and receive IP data >—< Send anc ecaive P dota
IP Data

Receive IP close request; IPCP Terminate-Request

Notfyotherdevios | oeduest
Terminate the IP link TPCP Terminate-Ack

Send and receive non-IP data Send and receive non-IP data
Non-IP Data

Terminate the IP link

L

Receive [P close request; CP Terminate-Request
Notify other device Terminate Link
Terminate Link Lop Terminate-Ack

= LGP message exchange == NCP message exchange

Figur: NCP process [2].
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PPP transition phases

Failed
* Carrier
| Dead ] detected Establish )= = 5
x \
N Options agreed
Carrier N
1
dropped by both sides |
A 4 1
tTerminate ’(—lFa'IEd Authenticate ) : ::Datul:gzgtelsatlor
A I
Authentication| 1
Done successfull |
\ 4 1
1

(o) <) < -
Network layer

configuration

Figur: Transition phases in PPP [1].
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